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Introduction

Mobile network operators and their subscribers are realizing that an end-to-end 
security management strategy is now a requirement.  This is due to two converg-
ing trends.  The first is the proliferation of handsets that begin to look like PCs 
with regards to processing capacity, applications, and even I/O.  And the second 
is the growth of devices based on 
open OSs such as Windows Mo-
bile, Linux, or Symbian, creating 
targets appealing to those with 
malicious intent.  For example, 
in 2007 alone over 145 million 
smartphones will be deployed, 
including over 68 million Symbian 
devices and about 15 million 
each Linux and Windows Mobile.  
Compare that to the 233m PCs 
sold in 2006, and the appeal is 
obvious.  The mobile device is no 
longer immune to threats com-
mon to the desktop or laptop, requiring a well thought out and comprehensive 
mobile security strategy.  This strategy, enabled via InnoPath’s Integrated Mobile 
Device Management, will protect against threats targeting the OS or applications 
either pre-installed on the device or downloaded by the user.  It also includes 
protection and preservation of user data if the device is lost or stolen.

Threats

Threats fall into three categories, targeting: 

	 •  the OS and applications
	 •  user data
	 •  the network itself

Lost or stolen devices are a separate category. 

Attacks against the handset OS, be it Symbian, Linux or Windows Mobile,  focus 
on identified vulnerabilities, much like Windows or Mac OS-X exploits.  In some 
cases, the exploits can target a particular application, most often a browser or a 
media player, a strategy which is pretty much the same in both the PC and the 
handset world. These attacks include worms, Trojans, viruses, and Spyware, 
which all can be introduced over the 
air, by user downloads or syncs or 
via memory cards or other shared 
or removable media.  For example, 
the vector for a virus could be an ap-
plication that has not been vetted by 
the operator, perhaps disguised as 
a download accelerator or browser 
enhancement, or an infected appli-
cation that has somehow passed the 
operator’s verification process.  

Such attacks may have multiple 
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The Rise of Mobile Malware

What, me worry?

A Tier 1 operator in 
Europe reports that 
between 15-20% of 
MMS messages are 
either SPAM, phish or 
infected with malware 
of some sort.



impacts on the device.  An application may request resources for which it does not 
have authorization, such as extra bandwidth or storage.  Or, a worm may launch an 
attack on network services, sometimes used by a hacker to launch distributed de-
nial of service attacks, much like zombie PCs.  More dangerous are attacks against 
the device OS or device management stack.  User data and applications may be 
sabotaged, or network connectivity disrupted.  Finally, software may spy on user 
activities by way of key loggers and password sniffers, which report such potentially 
sensitive data back to unauthorized parties, or the user may be overwhelmed with 
spam in the form of emails or even unauthorized web site redirection.

Active (always running) anti-virus protection, firewalling, and filtering, if kept updat-
ed, should protect the device against such attacks as 
soon as the vulnerability is identified and addressed 
by the security software vendor.  This is the first line 
of defense.  In parallel, through MDM, the OEM or 
OS vendor may push out an update addressing the 
actual vulnerability.   

It is important to understand that, certain heuristic 
techniques aside, it is impossible to proactively pre-
vent so called Day Zero attacks.  A Day Zero attack 
or exploit is one which has been newly developed but 
not addressed or patched by either the OS vendor or 
security vendors.  Generally, once an exploit is in the 
wild, it is fairly quickly detected and subsequently ad-
dressed by the various vendors, but this is certainly 
not guaranteed nor is it of particular help to those who 
fall victim before the exploit is addressed.

Potentially the most dangerous threat, and the one most easily protected against, 
is identify theft or other crime beyond just the value of the device itself.  Whether 
it is 5% a year as reported in Australia, or almost 15% a year reported in Korea, 
the number of devices lost and the sensitivity of the information on these devices 
is growing.  The ability to ‘lock’ the device by calling the operator’s helpdesk or 
logging onto a self-care portal is critical.  A few days pass, and having given up on 
ever finding the device, the next step is to ‘wipe’ the device, erasing all user data 
and any downloaded applications.  In conjunction with this Lock & Wipe service, the 
operator can also offer the ability for the user to backup his or her data on a server 
run by the operator, and then restore it to the same or different device.  Consider 
this an insurance policy against device loss as well as an easy way to migrate us-
ers to new handsets.  The backup service may also be selective, based on what 
data the user wishes to preserve.  Additionally, in order to save bandwidth and stor-
age, backups will most likely involve periodic full backups with more frequent partial 
backups of only changed data.  

Threats against devices provided by or deployed in the enterprise, whether by 
official policy or by ad hoc Blackberry acquisition, also fall into the categories 
above. These threats can be very damaging due to the confidentiality of the data 
on the device as well as potential penalties if this data is compromised.  Syncs and 
downloads from a device to a PC on the corporate network can in effect bypass 
the enterprise firewall.  In this environment, the impact on the employee due to lost 
productivity is more easily quantified.  Fortunately, the vast majority of medium to 
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large enterprises have instituted security policies for their mobile workers.  But 
the same does not apply to smaller businesses just introducing the technology or 
where employees are willing to sacrifice security for convenience, doing things 
like redirecting corporate email to personal accounts, which are then accessible 
on their mobile devices.

The Role of InnoPath iMDM

A complete iMDM solution is a key component of an operator’s mobile device 
management and services deployment strategy. iMDM permits full lifecycle 
management of the device, including configuration, diagnostics, updates, soft-
ware management, and of course security.  This security management includes 
the control of both security configurations as well as user data.  For the former, it 
includes the ability to manipulate security-related device settings, AV definitions, 
encryption and security policies.  User data management includes Lock and Wipe 
and Backup and Restore.

As an example, when a customer purchases a handset, the operator will first 
check the installed OS and application versions against the latest revisions, 
updating as required.  If this is not possible, these updates will occur the first time 
the subscriber connects to the network.  Next, if not pre-installed, the operator 
will push out the AV and firewall application and the latest signature files.  The AV 
engine is now running in the background and the device OS and applications are 
up-to-date.  

The subscriber, as part of the operator’s security package, also signs up to Lock 
& Wipe and Backup & Restore. Initially, the operator performs a full backup 
(automated by iMDM) and stores it on a central server.  Subsequently, the opera-
tor performs synchronizations, which backup only changed data; not every byte 
on the machine, allowing the customer to protect new and changed files while 
saving the operator the time and expense of performing relatively inefficient and 
resource intensive daily full backups. Data, as well as device settings are ready 
to go if the user either loses the handset or wants to painlessly migrate to new 
hardware.  The iMDM platform also pushes periodic signature and virus/firewall 
configuration updates, helping to keep the handset as safe as possible without 
having to involve the customer in the process.  
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Fast forward a few months, and the OS vendor identifies a vulnerability on the 
device.  The AV engine on the handset provides some level of protection, but the 
real solution is delivered via a firmware patch from an iMDM server hosted at the 
operator, the handset vendor, or the OS vendor.  Later, the subscriber downloads 
a new game, and the security manager insures that it is virus-free and doesn’t 
violate any security policies on the device.  If the unfortunate occurs and the de-
vice is compromised the user can also invoke a Lock, and then a Wipe, prevent-
ing any information on the device from falling into the hands of others.

One type of security management is closely tied to UI customization.  For exam-
ple, a household could subscribe to an operator’s security service, managed via 
a web portal, where settings for each family member are managed.  The mother, 
for example, could create a secure ‘sandbox’ for her daughter, restricting what 
programs, content types, and websites and phone numbers are permitted.  This 
could go as far as setting time-of-day policies, offering the same type of control 
as setting different user IDs on a home PC.  The same type of control could of 
course be offered to the enterprise IT manager, who might want to restrict sales 
from getting into Oracle while allowing finance people in but keeping them out of 
the CRM app, while perhaps allowing executves access to everything.

Any security management strategy also covers in-network protection outside 
of the MDM domain. This may include securing the operator’s content and 
applications including securing the operator’s content and application servers, the 
periphery of the network, and active filtering within the network through proxies or 
deep packet security appliances.  Of course, it also extends to the end user with 
regards to password selection and the enforcement of strong passwords and/or 
password change requirements along with instruction regarding what should (and 
should not be) stored on the device.  Threat awareness (i.e., understanding the 
risks that unencrypted WiFi connections represent, the danger of random down-
loads, or of not watching your handset closely as it goes through airport security, 
etc.) is also a vital part of a sound security strategy, but training and education 
are all too often neglected.

Summary

A good mobile management strategy, for the network operator as well as the 
enterprise, will have to address security if it does not do so already.  The exper-
tise required to exploit handset OS and application vulnerabilities is increasingly 
widespread while the value and sensitivity of the data, documents and images 
stored on mobile devices is also increasing, creating twin drivers for the adoption 
of security management.  InnoPath’s iMDM platform allows carriers and enter-
prises concerned with security to more effectively roll out and manage applica-
tions such as centralized and managed antivirus and firewall along with such 
services as Lock and Wipe and Backup and Restore.  With these applications 
and services in place, the handset and data on it are significantly more secure 
and the time and effort required to recover from a compromised, lost, stolen 
or destroyed handset is significantly reduced.  Customers will be increasingly 
expecting and even demanding such services and the ability to offer them will be 
both a value added differentiator as well as a potentially lucrative new revenue 
stream for the operator.
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A complete security 
suite includes:

Lock, wipe, and 
backup

Malware and fraud 
identification

Traffic Monitoring - 
Inbound and 
Outbound

Phish and SPAM 
filtering

VPN Encryption

Authorization - 
password, token or 
biometric

Securing data files on 
the handset
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Headquarters 
Innopath Software
400 E. Caribbean Dr.
Sunnyvale, CA 
94089-1105 USA  

tel: +1 408.962.9200          
fax: +1 408.962.9299

North American Sales
12600 Deerfield Parkway, 
Suite 100
Alpharetta, GA 
30004-6108 USA

tel: +1 678.566.3560
fax: +1 678.566.3612

China 
1106, Tower W3, 
Oriental Plaza,
No.1 East Chang An 
Avenue, Beijing, 
China 100738

tel: +86 10 8518 1058
fax: +86 10 8518 1055

Japan 
Sanbancho KS Bldg, 2F,  2 
Ban-chi, 3 Ban-cho, 
Chiyoda-ku, 
Tokyo, Japan 102-0075

tel: +81 3 5210 2050 
fax: +81 3 5210 2052

Korea
6F Urban Light Bldg.
249-4 Nonhyun-Dong
Seoul 135-832, Korea

tel: +82 2 514 0437
fax: +82 2 514 0427
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About Innopath

InnoPath Software, the leader in Integrated Mobile Device Management (iMDM) solutions, enables wireless 
carriers and mobile device manufacturers to transparently deliver and support current and future revenue pro-
ducing services. 

InnoPath was the first company to commercially deploy firmware over-the-air mobile device management, and 
its standards-based iMDM Solutions Suite uniquely permits carriers to combine configuration, diagnostics, se-
curity, and application management for lifecycle delivery of services into a single integrated workflow. 

Hundreds of millions of active subscribers are experiencing the value of InnoPath patented solutions through 
leading carriers including Cingular, KDDI, Sprint, and Softbank Mobile, and device manufacturers that include 
Kyocera, LG, NEC, Panasonic, Pantech & Curitel, Samsung, Sanyo, Sharp, Sony Ericsson, and Toshiba. 

Headquartered in Sunnyvale, California, InnoPath is privately held with offices in China, Japan, Korea, and 
Germany.


